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Privacy and Security Concerns
School System Leaders Are Concerned

• According to the results of the 2017 Consortium of School Networking (CoSN) 
Leadership Survey, 61% of technology leaders identified privacy and security as a 
primary concern.

Parents Are Concerned
• In the 2016 Future of Privacy Forum survey results, 84% of parents are concerned that 

their child’s electronic education records could be hacked or stolen. 

• Since 2016, hundreds of K–12 schools and districts experienced one or more 
publicly disclosed cyber incidents. 

Incidents Are On the Rise By 100%

School District Must Take Action
• In 2016, an audit of some 1,200 web-based education software products by the 

nonprofit Common Sense Education found that nearly half the offerings didn’t 
automatically encrypt student data.

http://hechingerreport.org/nearly-half-education-vendor-websites-tested-security-problems-audit-reveals/


Privacy and Security Concerns

• “If our student data is hacked, it might just be a test score, but it 
could also be their Social Security number, or their disability 
information,” she said. “It can impact them for the rest of their 
lives.”

Melissa Tebbenkamp,  
Director of Instructional Technology,

Raytown School District

• “The first line of defense in protecting student privacy are our 
teachers, and we’re not making sure that they have the tools to 
keep that data safe,”

Amelia Vance, 
Policy Counsel

Future of Privacy Forum

http://hechingerreport.org/how-can-schools-protect-student-data-without-training-teachers-in-privacy-basics/

https://fpf.org/


Legislative Focus

• According to Data Quality Campaign, since 2013, 

• state legislatures have considered about 400 student data 
privacy bills

• state legislatures have passed more than 70 into law 

• Texas passed HB 2087, in effect September 1, 2017

• Relating to restricting the use of covered information, 
including student personally identifiable information, by an 
operator of a website, online service, online application, or 
mobile application for a school purpose. 

http://hechingerreport.org/how-can-schools-protect-student-data-without-training-teachers-in-privacy-basics/



Data Privacy Training Needed

• Schools should target common missteps, such as recycling 
passwords or working with sensitive information on an 
unsecured Wi-Fi network. 

• Ensure every teacher knows the basics of privacy laws, such 
as the Children’s Online Privacy Protection Act, which 
requires parental consent for any web service collecting 
“personally identifiable information” of children under 13, 
including photographs and voice recordings. 

• Train teachers to clearly inform parents about what student 
information their classroom technology will use and why. 

Amelia Vance, Policy Counsel 
Future of Privacy Forum

http://hechingerreport.org/how-can-schools-protect-student-data-without-training-teachers-in-privacy-basics/

https://www.ftc.gov/tips-advice/business-center/privacy-and-security/children's-privacy
https://fpf.org/


Districts should ask. . . 

• “Before any bits get passed anywhere, educators should be 
trained to ask, ‘Does this data need to be collected to help 
students learn?’  If so, ‘How is it going to be protected?’ ”

Bill Fitzgerald
Privacy Initiative Director

Common Sense Education

http://hechingerreport.org/how-can-schools-protect-student-data-without-training-teachers-in-privacy-basics/



Student Data Privacy Consortium

• In the past four years, a dozen states, have joined Cambridge 
Public Schools in the Student Data Privacy Consortium.

• Requiring the same contractual privacy protections from 
their software vendors. 

• Consortium keeps a searchable database of ed-tech software 
being used by partner districts, including the specific types 
of data being collected and stored.

• Texas has joined

• Cypress-Fairbanks is actively using their membership

http://hechingerreport.org/how-can-schools-protect-student-data-without-training-teachers-in-privacy-basics/

https://secure2.cpsd.us/a4l/
https://secure2.cpsd.us/mspa/search.php


Trusted Learning Environment Developed

• Started as an initiative of CoSN (the Consortium for School 
Networking), in partnership with AASA, the School Superintendents 
Association, the Association of School Business Officials International 
(ASBO), and ASCD.

• July, 2015 – Characteristics of a Trusted Learning Environment 
identified by 28 diverse school system from across the country.

• September, 2015 – CoSN asked 50 technology leaders to validate the 
identified Trusted Learning Environment practices in 5 areas
• Leadership
• Business
• Data Security
• Classroom
• Professional Development

• The TLE Seal is the only data privacy seal for school systems, 
focused on building a culture of trust and transparency.



Trusted Learning 
Environment Recipients
• Butler County Schools (AL)

• Cambridge Public Schools (MA)

• Denver Public Schools (CO)

• Fulton County Schools (GA)

• Lewisville Independent School District (TX)

• Miami-Dade County Public Schools (FL)

• Raytown Quality Schools (MO)

• Baltimore County Public Schools (MD)

• Highland Local Schools (OH)

• Park Hill Schools District (MO)

• Round Rock ISD (TX)

• Zionsville Community Schools (IN)

• About 100 districts 
applied in 2016

• 7 were awarded in 
2016

• 5 were awarded in 
2017

http://www.butlerco.k12.al.us/
http://www.cpsd.us/
https://www.dpsk12.org/
http://www.fultonschools.org/
http://www.lisd.net/
http://www.dadeschools.net/
http://www.raytownschools.org/
http://www.bcps.org/
http://www.highlandschools.org/
http://www.parkhill.k12.mo.us/
https://roundrockisd.org/
http://www.zcs.k12.in.us/


What is Cypress-Fairbanks 
ISD doing to meet the need?

• CyberSecurity Specialist is now on staff – James Costello

• Evidence is being gathered and updated to apply for the 
Trusted Learning Environment Seal in March, 2018.

• A Member of the Student Data Privacy Alliance

• Active in the state initiatives with Student Data Privacy and 
Trusted Learning Environment groups

• Enlisted the support of Steve Smith, leading Data Privacy 
expert and Cambridge Public Schools CIO

• Software purchased for Training – KnowBe4

• Members of Infragard and MS-ISAC

• Utilizing multiple resources such as “Living Life Online” from 
the FTC

http://hechingerreport.org/how-can-schools-protect-student-data-without-training-teachers-in-privacy-basics/



Meet Steve Smith
• Twenty + years of CIO/CTO experience

• Rural and urban, large and small, school districts in New England 

• Last ten years as CIO of Cambridge Public Schools

• Currently navigating student privacy issues. 

• Represented both Maine and Massachusetts on the National Forum 
on Education Statistics

• Contributed to Forum's Education Data Privacy, Civil 
Rights Data Reporting, Longitudinal Data Systems, 
SCED Working Group, Virtual Education, Facilities 
Data Management, Technology Suite, and Metadata 
working groups. 

• Contributing member to the CoSN Trusted Learning 
Environment project

• Founder of the Student Data Privacy Consortium



Trusted Learning Environment 
(TLE) Seal Practice Areas
Leadership Practice: manage and collaborate with stakeholders 
regarding the use and governance of student data to inform 
instruction

Classroom Practice: implement educational procedures and 
processes to ensure transparency while advancing curricular goals

Data Security Practice: perform regular audits of data privacy 
and security practices and publicly detail these measures

Business Practice: establish acquisition vetting processes and 
contracts that, at minimum, address applicable compliance laws 
while supporting innovation

Professional Development Practice: requires school staff 
to conduct privacy and security training and offer the instruction to 
all stakeholders



Current Status



Current Status



Current Status



Cypress-Fairbanks ISD Timeline 



Software Requests - iSupport

• Changes have been made to enable data to be 
gathered



Questions?


