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COMBATING CYBERCRIME
IN 8 EASY STEPS
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GDPR

How Easy is it to
Hack a Bank?

That’s all Jayson Street had to say. He and his team were hired to rob a major
bank in Beirut, Lebanon. They weren’t hired to steal money, but to steal trust.
And hired not by mastermind criminals, but by C-level bank executives who
wanted to know how their employees would handle an in-person social
engineering attack.
Wearing a suit, a forged badge, and a hidden camera, Jayson
entered the bank and casually slipped through the only
Penetration Testing:
door that accessed the teller station.
“It won’t take long,” he explains to the tellers as he
inserts a USB drive into each computer before quietly
making his exit.

A process in which an
organization hires a third
party to break into their
networks, both physical
and cyber, to uncover
weaknesses and
vulnerabilities.

And just like that, an entire branch of one of the largest
banks in the middle east was compromised. In fact,
Jayson and his team (who were being filmed for a TV show
detailing cyber threats on the National Geographic Channel),
targeted four branches; only one denied them access.

Had Jayson been a criminal, his USB drive would have undoubtedly been
loaded with malicious software that could have stolen personally
identifiable information of every customer and employee, or rerouted
banking information of every account, or both.

LESSONS
LEARNED

STAY
ALERT

NEVER
LET A
STRANGER
ACCESS
YOUR
SYSTEM

This experiment highlights two important elements of security: how easy it
was for the penetration testers to compromise the employees, and how easily
it could have been prevented by the employees.
In regards to the word “hacking”, we too often think of computers when we
should think of humans. Sure, fancy, sophisticated gadgets make cybercrime
easier for criminals, but humans actually make cybercrime possible.
How would you have handled this situation? Would you let someone you’ve
never met access your computer for any reason? Remember that preventing
cybercrime starts with you!

ALWAYS
REPORT
ANYTHING
UNUSUAL
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“I’m here to make the network faster.”

Global
Cybercrime
Update
By 2019, a
business will
fall victim to a
ransomware
attack every

14

seconds

€120 million
$150 million

The
average
cost of a
data breach
by 2020

1 in 131 emails
contain malware

Last year, cybersecurity took center stage
not just in boardrooms, but in the media.
It’s not just a C-level concern, but something
that affects each and every one of us, at both
professional and personal levels. And if the first
few months of 2018 are any indication, it’s not slowing
down. Many of the incidents that happened last year
were due to the same problems, which included: data
storage security issues, misconfigured security settings,
vulnerable unpatched systems, and lack of contingency
plans to address data breaches.

78

percent of
people claim to
understand the
risks of clicking
on unknown
links in emails,
yet STILL click
on them.

Are YOU one of them?

43
percent

of cyber
attacks are
aimed at small
businesses.

Term to Know Crime-as-a-Service (CaaS)

How the GDPR Will Help Fight Cybercrime

CaaS occurs when cyber criminals rent or sell their tools
or services to less-experienced criminals. Currently, CaaS
impacts the entire world of crime as it allows inexperienced
people to launch sophisticated cyber attacks. Ransomware
is a common, prevalent example of the type of CaaS you’ll
continue to hear about in the news.

Some experts think that our biggest weapon against
cybercrime will be the European Union’s General Data
Protection Regulation, which goes into effect this month,
streamlining privacy laws across Europe and imposing
hefty fines on organizations anywhere in the world that
allow breaches of EU citizens’ data.

Because the financial
sectors in Europe and
North America have been
so focused on increasing
their cyber protection, we
could see more attacks in
Latin America, Africa, and
the Far East.

This past year, just over half
of the world’s population
used the internet, and
researchers estimate that
in the next few years, that
number will hit 75%. The
human attack surface
could reach 6 billion
people by 2022!

While GDPR will force more
organizations to face the
realities of cybercrime,
it could also increase
the scary stats since
organizations will be
required to report data
breaches involving EU
citizens’ data.

Ransomware will
persist, becoming
more sophisticated.
Researchers expect
ransomware attacks on
healthcare organizations
(the number one most
cyber-attacked industry) to
quadruple by 2020.

Sources: http://secaware.co/2tOfijD • http://secaware.co/2ph8fdx • http://secaware.co/2FGhyz6 • http://secaware.co/2HBHubw
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So what do the experts predict 2018 has in store for us and cybercrime?

COMBATING CYBERCRIME in

8 Easy Steps

I. MASTER THE MOUSEOVER

IV. STRANGER DANGER

Random, suspicious links most often
can be ignored, but even when clicking
on what appears to be a trusted source,
it’s a good idea to hover over the link
with your pointer and investigate the
full URL.

Hacking isn’t always about computers, networks, and malicious links. It’s also about
people, places, and things. Is the delivery guy really a delivery guy? Is that lady really
from the internet provider and does she really need access to the server room? Is that
door at the end of the hall usually open or should it be locked? How long has that
unmarked package been sitting in the lobby? Stay alert for scammers in the physical
domain, ensure that doors to secured areas remain closed, and verify the identity of
unfamiliar persons.

Click here to sign in to your account.

II. HOW DO YOU
MOUSEOVER ON MOBILE?
Depending on the device and the app,
if you long-press on a link it will show
you the full URL. But the problem with
that is you could accidentally click. It’s
best to avoid clicking at all unless you’re
100% confident it’s safe to do so.

III. VERIFY THE RECIPIENT
When transferring sensitive
information, verify that it is accurate
and going to the correct, authorized
person(s). Think about it like this:
sending the wrong info to the right
person is just as bad as sending the
right info to the wrong person.

We all need access to certain
information, systems, networks,
buildings, and rooms to do our
jobs. Protecting that access from
unauthorized parties is a responsibility
we all share! Keep your passwords
private; don’t even share them with your
loved ones. Avoid using shared accounts,
even if it seems more convenient to
do so. Never let someone tailgate or
piggyback on your credentials. And if,
for any reason, you think you have too
much access, speak up!

VI. HEAR SOMETHING?
SEE SOMETHING?
SAY SOMETHING!
Reporting security incidents is an
essential step in preventing cybercrime
because it reduces the chances of
the event happening again. Even if
something seems too small to report,
it’s better to be safe than sorry.

VII. POLICY EQUALS
SECURITY
Our organization’s policies were
created to prioritize the safety of our
employees, clients, and customers.
Circumventing those policies for any
reason jeopardizes our objectives! Stay
up to date on our security and privacy
policies by reviewing them from time
to time.

VIII. ASKING QUESTIONS SHOWS STRENGTH OF CHARACTER
Unsure why some of our policies are the way they are? Need more information on any
particular subject? Confused about any of our policies, processes, or systems? Please
don’t hesitate to ask! There are no stupid questions when it comes to the security of our
organization!
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V. RESPECT PRIVILEGED

http://www.paypal1.com.case.123-542ACCESS
643.mhklls3nkjbvali7ebl78.com.ve/cgi-bin

The European Union’s

General Data
Protection Regulation
On April 8, 2016 the European Union adopted a
new regulation called the General Data Protection
Regulation. It replaces the EU Data Protection
Directive and applies to all member countries
without the need for national legislation. After four
years of discussion and amendments, the regulation
officially takes effect on May 25, 2018 and places the
EU at the forefront of data protection standards.

WHAT DOES THE GDPR REQUIRE OF
ORGANIZATIONS?
In order to comply with the full scope of the GDPR,
it is recommended that organizations seek legal
counsel. At a minimum, here are a few high-level
action items:
•

Get consent. A data controller must be able
to prove that consent was given by the data
subject.

•

Conduct a Data Protection Impact Assessment.
It’s important to assess privacy risks of
processing personal data of individuals.

•

Appoint a data protection officer. This person
is responsible for overseeing compliance and
data protection strategies.

•

Be prepared to report data breaches. Under
the GDPR, organizations must report a breach
within 72 hours.

•

Maintain records of processing. Article 30
states that controllers “shall maintain a record
of processing activities under its responsibility”
and defines seven types, which can be found
here: https://gdpr-info.eu/art-30-gdpr/

WHAT DOES THE GDPR DO?
The EU Data Directive, established in 1995, was a great
step towards protecting the personal information
of EU residents, but because it wasn’t normalized
across all member states, there were inconsistencies
that made it difficult for organizations to operate in
multiple states. The GDPR addresses that shortfall
by defining specific standards for the protection of
data as required for all data controllers, regardless of
location. Ultimately, the end-goal of the GDPR is to
make regulation easy for data controllers around the
world to follow, while also maximizing the protection
of data for EU residents.

WHAT IS PERSONAL DATA?
Article 4 of the GDPR defines personal data as:
“any information relating to an identified or
identifiable natural person ('data subject'); an
identifiable natural person is one who can be
identified, directly or indirectly, in particular
by reference to an identifier such as a name, an
identification number, location data, an online
identifier or to one or more factors specific to
the physical, physiological, genetic, mental,
economic, cultural, or social identity of that
natural person.”

Failure to Comply
Organizations that fail to comply
will face significant fines—as
high as four percent of the
organization’s annual revenue.
Furthermore, individuals
may take action against
any entity that
improperly handled
their personal data.
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WHAT IS THE GDPR?

